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IN THE UNITED STATES DISTRICT COURT AT CovibETon
FOR THE EASTERN DISTRICT OF KENTUCKY  cierk Us nisiies ooy
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_ . WILLIS fs o o

JUDGE

MATTHEW W, PAGE i : il
Plaintills,
VS, :

UNITED STATES DEPARTMENT

OF VETERANS AFFAIRS, ' CLASS ACTION COMPLAINT
810 Vermant Avenue NW :

Washington, DC 20420,

R. JAMES NICHOLSON, Sccretary
of the United States Department of:
Veterans Affairs, officiallv and
individually,

810 Vermont Avenue NW
Washington, DC 20420,

GORDON G, MANSETELD, Deputy @
sSecretary of the United States :
Department of Veterans Affairs,
afficiallv and individoally,

H10 Vermont Avenue NW
Washington, DC 20420,

and

JOHN DOE, emplovee of the
United States Department of
Veterans Affairs, officially and
individually,

c/o 810 Vermont Avenue NW
Washington, DO 2o420.
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1. PRELIMINARY STATEMENT

1. Plaintiffs Paul Hackett and Matthew Page bring this action pursuant to the
Privacy Act of 1974 and the Fourth and Fifth Amendments to the United States
Constilution under the authority of Bivens v. Siv Unknown Named Agents aof the
Federal Bureau of Narestics, 403 U.5. 388 (1071) on behalf of themselves and al] others
similarly situated against the United States Department of Veterans Affairs ("VA'),
Secretary R James Nichelson, Deputy Secretary Gordon H. Mansfield, and its
emplovee, Jonn Dee.!

3, Plaintifts, veterans of the United States Marine Corps and United States
Nawy, respectively, are two of mere than 26.5 million military veterans whose private
persoial information, including Social Security number, was improperly. unlawfully,
willfully and intentionaily disclosed in at least three ways: (1) through the access and
removal of data files centaining the private persomal information of 265 million
veterans from the VA facility by employee John Doe; (2) through the transler of the
data to external and wnprotected disks and/or computers by John Doe; and (3) threogh
the alleged theft of these disks and/or computers by a third party, the identity of whom
may never be known. These disclosures, made without Plaintiffs’ knowledge or consent,
violate 5 U.5.C. § 552alb).

3, These disclosures were ihe direct and proximate result of Defendants’
willtu! and intentional faillure to establish anc entoree appr priate safeguards (o ensure
the seeurity and privaey of veteran records and to protect against any known or

anticipated threals or hazards to the seowily and inteority of these records In viodalion

" Plaintif's may abso file an adminigteaiive clinrae allezing invasion of privacy gurswani o e Fegleral Tort
Claims AT as rovquired wiwder 28 D80, 2 10404 b



of 5 U.S.C. § 552a(e)(10).

4- Subsequent to learning of these disclosures, Defendants were deliberately
indifferent in failing te take reasonable cotrective actinn, including but not limited to,
providing prompt and accurate notification ol the disclosures to law enforeement and
the affected veterans despite knowledge of the substantial risk of serious harm to the
personal and finaneial security of the affected velerans as result of the disclosures.

5. Defendants’ diselosures of Plaintiffs” confidential Social Security mumbers
alse violated Flaintiffs right to privacy and personal security of their Social Security
numhber under the Fourth and Fifth Amendments of the United States Constitution,

f. As resilt of the Defendants” acts and omissions in disclosing and failing to
protecl Plaintifts private personal information, including their Social Security numbers,
Plaintiifs and those similarly situated have been placed at a substantial risk of harm in
the form of identity theft and have ncvrred and will incur actual damages in an attempt
ko prevent identity theft by purchasing services 1o meniter their credit information. The
remedies sought include declaratery and remedial injunctive refief, damages and
reasonable attorneys” lees and costs.

1L JURISDICTION AND VENUE

7. The turisdiction of this Court is inveled pursuant to 28 U.5.C. § 1331
Federal jurisdiction is appropriate in this instance o secure pratection and to redress
deprivalions of rights guaranteed under 5 U.S.0. 8 5523 and Bivens,

H. Verue is appropriate pursuant to 5 US.C. § 552alg)(5) and 28 US.C. 8

13q1ie).



111, PARTIES

0. Plaintiff Paul Hackett is a veteran of the United States Maring Corps
released from active duty in 1992 and honerably discharged from service in 1909, Hels
a resident of Hamilton County, Obia.

10, Plaintiff Matthew Page is a veteran of the United States Navy retired from
active duty and honorably discharged from service in 2001, He is a resident of Boone
County. Kentucky.

1. Defendant VA iz a cahinet of the executive branch of the United States
Genvernament which, in the course of its duties, compiles and maintains records of all
individuals discharged from o branch of the United States military and provides benefits
and serviess to veterans, ineluding among other things, pension payments and health
edare,

12, Defendant R, James Nicholson is the duly-conficmed Sacretary of United
States Department of Velerans Affairs and is responsible for the enactment and
enforeement of all VA policies and procedures, including those pertaining to safeguards
to ensure Lhe security and privacy of veleran records and to protect agamst any
anticipated threats or hazards to the secinity and integrity of these records. He is sued
i his official and individual capacilies.

13, Defendant Gordon H. Mansfield is the dulyv-appointed Deputy Seeretary of
the United States Department of Veterans Affairs and is responsible for the enactment
and enforcement of all VA policies amd procedures, including those pertaining lo
safeguards 1o ensure the security and privacy of veteran records and to protect against

any antivipated threats or hazards to the seenvity and integrity of these records. He is



sued in his official and individual capacities.

4. Defendant Johm Do is a long-time employee of the VA who was assigned
as a data apalyst. Upon information and belief, John Doe engaged I conduct
lantamount to a willful and intenticnal disclosure of and failure to protect the private
persomal information of Mr. Hackett and 26.5 miliion other veterans. He is sued in his
official and indivicdual capacities.

1V, STATEMENT OF FACTS

15, In comnection with Lheir honorable discharges after serviee with the
United States Marine Corps and United States Navy, Plaintiffs were required to provide
the VA with their private personal inforiation, including Social Security numbers.

16, On oor about May 22, 2006, Szerelary Nicholson publicly announced
throtgh worldwide media outlets that the private personal information of 26.5 million
veterans discharged after 1975 had been disclosed, The private personal information of
these veterans disclosed included names, dates of hirth, Secial Security numbers,
disability ratings, and upon information and belief, certain medical Information,

7. Secretary Nicholson reported the disclosure was connected to an alleged
burglary of ihe home of Defendant John Doe. Upon information and Belief, on o about
May 2, 2ooé, John Dee, a Jow-ranking data analyst and long-time VA employee, had
removed VA files containing private personal infermation of 26,5 million veterans from
the VA facility and taken it to his home. John Doe then copled the files onto his
computer and/or external disks for an unspecified purpose. John Doe’s computer
andfor disks were allegediy stolen during a burglary of his home, Upon information anc

helief. these items have not heen recovered as of the date of the filing of this Complaint,



They are not believad to be encrypted or password protected and can be gasily accessed
and duplicated.

8. Upon information and belief, John Doe was able Lo easily access computer
files containing private personal informaticn of 26.5 million veterans and copy the files
from the VA's svstem onto external disks and his personal computer. Upon further
information and belief, John Doe had besn removing the data from the VA facility for a
period of thres years in & practice expressly or implivitly ratified by the VA, John Doe’s
access to and duplication of this information was a diselosere in violation of 5 U.5.C. §
sn2a(b) and the resull of Defendants’ willful and intentional failure to establish
appropriste safeguards to ensure the security and confidentiality of veteran records and
to protect against any anticipated threats or hazards to the security and integrity of
these records in vielation of 5 US.C § 552alel(10).

19.  Upon information and belief, upon leaming of the above-described
disclosures, Secretary Nicholson and Deputy Secretary Mansfield unreasonably delaved
reporting the disclosures to law enforcement agencies despite knowledge of the
imminent and substantial risk of serious harm to the personal security of the affected
veterans. VA Inspector General George Opfer pullicly stated that he was never formally
notified of the disclosures, but rather heard about it through “goessip.”

20, Three weeks afler the alleged burglary, Seeretary Nicholson advised medin
cutlets that the 26.5 million veterans whose private personal information was disclosed
were stubject to a heightenad risk for identity theft. He urged the veterans to be "extra
vigilant and to cavefully moniter bank statements, credil card statements and any

slatements relating to recent finaneia) transactions.” Uput information and beliet,
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Defendants have not vet individually notified the affected veterans,

a1, Defendants knew or should have known that their computer security
practices were not in compliance with 5 US.C, § 5220 as well as other federal laws
relating to information security.  In 2003 a study eonducted by the Geaneral Aceounting
Office (GAQ) gave the VA a failing grade for its computer security practices. 1n March
2006, the United States House of Representative’s Committes on Government Reforim
gave the VA an “F" in its annual report card relating Lo information security. Despite
this ample and specific notice of noncompliance and the potential adverse effect of
random and unauthorized disclosures of personal information, Defendants failed 1o
establish appropeiate safeguards to ensure the security and confidentiality of veteran
records and to protect against any anticipated threats or hazards to the security and
integrity of these records in violation of 5 U.5.C. § 552alel(10).

22, The unauthorized and uneensented disclosure of an individuals name,
address, date of birth and Soetal Security number creates a substantial risk of identity
theft. An individuals Soeial Secuvity nunber is the most useiul identifier for retrieving
information from public record databuases, financial institutions and evedit bureaus,
Armed with an individual’s name, address, date of birth and Sovial Security number, an
identity thief is able to quickly and casily steal an identity, whereas, without such
information, the task is difficult, Ume consuming and coslly,

nq.  Rerenl nationwide studies confirm that. on average, vietims of identity
theft spend hundreds of hours in personal time and hundreds of dollars in personal

funds to resolve Ui eredit issues, See www idthefteenter.org: www fte.ong.

24, Defendants’ unauthovized and  unconsented  disclosures of  Plaintifls



private personal infermation and the imminent and substantial risk of identity thefl to
which Plaintiffs has been expesed is the direct result of Defendants’ failure to: (1]
estallish appropriate administrative, technical and physical safeguards to ensure the
security and confidentiality of records; (2) to protect against any anticipated threats ar
hazards to the security and integrity of these records; and (3) te promptly take
reasanable measures to correct the disclosures, ineluding but not limited to, providing
law enforeement and the affected velerans with prompt and accurate notice of the
disclosures,

25, As a direct and proximate result of Defendants’ acts and omissions,
Plaintiffs have heen exposed to a risk of substantial harm and inconvenience, and have
ineurred actual damages in purchasing comprehensive credit reports and/ o monitoring
of their identity and credit.

V. CLASS ALLEGATIONS

af,  Plintiffs maintain this action on bebalf of themselves and all individuals
whose privale personal information, including Soeial Security numbers, were disclosed
by Defendants in May 2006 as described above.

27, The members of the puiative class are so numerous that joinder of
individual elzims is impracticable. Moreover, there are significant questions of fact and
issues of law commen to the members ef the putative class. These issues include
wlhiethor Defendants failed to establish appropriate administrative, technical and
phyvsical safeguards to ensuce the security and confidentiality of records and to protect
against known and anticipated threats or harards to the sceurity and integrity of these

records, whether such failure was wililul and intentional, whether the putative class
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members were adversely affected, and whether they incurred actual damages as result.

28,  Plaintiffs elaims are typical of the claims of the putative class. Plaintiffs
and all members of the putative elass have been adversely affected and dumaged in that
their private information has been compromised and siolen.

sy, The propesed class representatives will fairly and adequately represent the
putalive class because they have the class members interest in mind, their individual
claime are co-extensive with and identical to those of the class. and because thay are
represenied by qualified counsel experienced in class action litigation of this nature.

30. A class action in this instance is superior to other available methods for the
fair and efficient adjudication of these claims sinee individual joinder of the claims of all
members of Lhe putative class is impracticable, Most members of the cluss ave without
the financial resources necessary to pursue this matter. Even if some members of the
¢lnss could afford to litigate their claims separately, such a result would be unduly
hirdensome to the courts in which the individualized cases would proceed. Individual
litigation increases the time and expense of resolving a common dispute eoncerning
Defendants” actions toward an entive group of individuals,  Class action procedures
allowe for far fewer management difficulties in matters of this type and provide the
unique  bensfits of witary adjudication, econemy of scile and comprehensive
supervision over the entive controversy by a single couwrt.

21, The putative class may be certified pursuant to Rule 2z3(bi() of the
Federal Bules of Chdl Pracedure because inronsistent or vinying adjndieations with
pespect te individual class members wonld establish incompatible standards of cenduet

for Defendants to follow.



32, The putative class may be certified pursvant to Rule 2z(b}{z) of the
Federal Rules of Civil Procedure because Defendants have acted on grounds generally
applicable to the putative class therely making final infunctive relief and corresponding
declaratory relief appropriate with respect ta the claims raised by the class.

43, The pulative ¢lass may be certified pursuonl to Rule 23(bJ(3) of the
Federal Rules of Civil Procedure because questions of law and fact common to class
memhbers will predominate over questions affecting individual members and a class
action is superior 1o other methods for fairly and efficiently adjudicating the controversy
and causes of actions deserihed in the Complaint.

VI STATEMENT OF CLATMS
COUNTONE

34,  Plaintiffs repeat and reaifinn the assertions of fact contained in
paragraphs 1 through 35 herein above.

a5 The loregoing acts and omissions of Defendant VA eonslitute an
unanthorized, nonconsensual, and nappropriale disclosure of Plainlitfs’ Social Szeurity
rmaler i viplation of 5 U.S.C. § 552a(b).

COUNT TWO

b, Plantits repeat and reoffinn the sssertions of facr contained in
paragriphs 1 through 35 herein above.

37, The foregeing acts snd omissions of Defendmt VA constitutes a willtul
and intentional failure o eslablish appropriate sateguards to ensure the security and
privacy of veteran reconds smd te prolect against known and anticipated threats or

Fazards to the sseurity and inteerity of Plaintitfs private personal records in violation of

(N]



5 1.S.C. §532a(e)10),
COUNT THREE

4%.  Plaintiffs repeat and reaffirm the assertions of fact contained in
paragraphs 1 theough 37 herein above.

q0. The foregoing acts and cmissions of Defendants Nicholson, Mansfield and
John Doe constitute a violation of Plaintiffs right to privacy in their Secial Security
puumbers under the Fourth and Fifth Amendments to the United States Constinution,

COUNT FOUR

40.  Plaintiffs repeat snd veaffirm the assertlons of fact contained n
paragraphs 1 through 39 herein above.

41.  The foregoing acts and omissions of Defendants Nicholson, Mansfield and
Jolm Doe constituie a violation of Plaindifls’ right tu personal security under the Fourth
and Fifth Amendments to the United States Constitulion.

COUNT FIVE

4z, Plaintiffs repeat and renffirm  the assertions of facl contained in
paragraphs 1 through 41 herein above,

43 The foregoing zets and onsdssions of Defendants Nicholson, Mansfiald and
John Doe deprived Plainkiffs of their right te procedural and substantive due process
under the Fifth Aamendmen! Lo the Uniled Stales Constitution.

COUNT SIX

44.  Plaintifts repeat and reaffirm the assertions of fact contained in

paragraphs 1 through 33 herein above.

15.  The loregeing acts and omissions of Defendants Nicholson, Mansiield and

it



John Doe were done in deliberate indifference to rights guaranieed to Plaintiffs under
the Fourth and Fifth Amendments to the United States Conshitution.
VII. PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, on behalf of themselves and all others similarly
situated. hereby demand judgment against Defendants as follows:

s, For a declaration that Defendants” acts and omissions constitute a willful and
sntentional failure to establish appropriate safeguards to ensure the seeurily and privacy
of veteran records and to protect against known and anticipated threats or hazards to
the security and integrity of these records in violation of 5 U.S.C. § 552a(2)}10) and the
Fourth and Fitth Amendments of the United States Constitution,

b, For preliminary and permanent injunctive reliel enjoining, prohibiting and
!-L?ue-nl_ing Defendunts from continuing to operate without appropriate safeguards to
ensure the security and privacy of veteran records and to protect against anticipated
tlreats or hazards to the security and integrity of these records.

. For reparative injunctive relief under Bivens requiring Defendants to take
necessaly measures o safeguard against the serious harm attendant to the improper
disclosura/theft of confidential information including an identity andfor credit
monitoring program and o preemptive internet search serviee for the henefit of Plaintiffs
and the proposed class under the Court’s supervision;

d. For an award af damages for Plamtitts and each afiected class member in

ar amount oo less than S1, 000,040



g For an award of reasonable attarney fees and costs incurred by Plaintiffs

and the members of the putative class in prosecuting this matter; and

f, For an award of such cther relief in law and equity to which Plaintiffs zand
the memisers of the putative class may be entitled under the premises.

Respecttully submitted,
d-_--_._\"\l
MEZIBOA ' 5, C0O/ L.

MARC D. MEZIBOV {Ohio Bar No. 0019316)

Attorney for Plaintiffs

Of Counsesl:

MEATBOV & JENKINS, CO, L.P.A
CHRISTIAN A JENEINS (Ohio Bar No. no70674)
STACY A, HEINNERS (Ohio Bar No. 0076458)

MURDOCEK, GOLDENBERG, SCHNEIDER &
GROH LPA

JOHN C. MURDOCE (Qhio Bar Mo, 0063749)
JEFFERY S, GOEDENBERG (Ohio Bar No. oo6:3771)




